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Abstract

In an increasingly connected world, the fragility of centralized communication
infrastructures remains a critical vulnerability. Natural disasters, infrastructure failures,
and censorship often render traditional cellular and internet-based messaging systems
inoperative. This research presents AirLink, a novel decentralized mesh networking
application built on the Flutter framework, designed to provide resilient, peer-to-peer
communication without reliance on centralized servers or backhaul connectivity.

AirLink leverages heterogenous radio interfaces, including Bluetooth Low Energy (BLE)
and Wi-Fi Direct, to form a dynamic, self-healing mesh topology. Unlike traditional mobile
ad-hoc networks (MANETSs), AirLink introduces an Adaptive Intelligence (AI) Layer that
optimizes discovery frequencies based on battery health and motion telemetry.
Furthermore, the system implements a Gossip-based Reputation Framework to mitigate
the impact of malicious or unreliable nodes, ensuring high-integrity routing in trustless
environments.

The technical architecture utilizes a modified Dijkstra’s algorithm for multi-hop routing,
combined with a robust Store-and-Forward mechanism that handles intermittent
connectivity. This paper details the system design, the cryptographic identity verification
protocol, and the empirical results of field testing. Our evaluations demonstrate that
AirLink achieves significant improvements in mesh stability and message delivery rates
compared to standard flooding-based protocols, while maintaining a sustainable battery
profile for long-term emergency deployments.
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1. Introduction

1.1 Motivation

The paradigm of modern communication is built upon the assumption of pervasive, high-
bandwidth infrastructure. From fiber-optic backbones to 5G cellular arrays, contemporary
society relies on a centralized topology where data is routed through controlled, managed
gateways. However, this centralization introduces a single point of failure that is
increasingly exposed during catastrophic events. Natural disasters such as earthquakes,
hurricanes, and floods frequently devastate physical telecommunications infrastructure,
leaving survivors and first responders in “communication blackouts.” In such scenarios, the
ability to coordinate search-and-rescue efforts or transmit vital health data becomes
impossible, directly impacting human survival.

Beyond physical destruction, the sociopolitical landscape has highlighted the need for
decentralized communication as a tool for digital sovereignty. In regions experiencing
political instability or civil unrest, centralized internet access is often weaponized through
selective shutdowns or pervasive surveillance. A decentralized, peer-to-peer (P2P)
network that operates independently of the global internet offers a “last-mile” solution for
maintaining the flow of information, preserving both privacy and freedom of association.

1.2 Problem Statement

Existing mobile mesh networking solutions often face a “trilemma” of challenges:
Resilience vs. Battery Life vs. Scalability. 1. Resilience: Many current apps rely on
simple flooding protocols. While robust, flooding quickly saturates the shared bandwidth of
a local mesh, leading to high collision rates and message loss in dense environments. 2.
Battery Life: Keeping Wi-Fi and Bluetooth radios active for discovery is a power-intensive
process. On resource-constrained mobile devices, a mesh networking app that drains the
battery in a few hours is impractical for emergency use. 3. Scalability: Maintaining an
accurate routing table in a dynamic mesh where nodes are constantly moving is
computationally expensive. As the network grows, the overhead of “heartbeat” signals and
topology updates can exceed the actual data throughput.

There is a clear need for a framework that can intelligently balance these competing
priorities, leveraging local telemetry (such as battery levels and motion) to adapt the
network’s behavior in real-time.



1.3 Research Objectives

This research aims to bridge the gap between theoretical MANET protocols and practical
mobile implementation. Specifically, the objectives are: * To design a multi-layered mesh
architecture that abstracts the complexities of heterogeneous radio protocols. * To
implement an Adaptive Discovery Mechanism that modulates radio activity based on
node metadata. * To develop a Weighted Multi-Hop Routing Algorithm that prioritizes
“backbone” nodes (nodes with high power and stability). * To integrate a Reputation-
Based Trust System that allows the network to self-regulate without central authority.

1.4 Contributions

The primary contributions of this work include: 1. AirLink Framework: A complete, open-
source implementation of a mesh networking stack for Flutter. 2. Gossip Reputation
Protocol: A novel method for propagating peer quality scores across a mesh to optimize
routing decisions. 3. Stateful Reconnection Manager: A system designed to handle the
frequent link disruptions inherent in mobile P2P environments, ensuring message integrity
through store-and-forward buffers. 4. Empirical Performance Analysis: A comprehensive
evaluation of the trade-offs between mesh density, message latency, and power
consumption.




2. Background & Related Work

2.1 Evolution of Mesh Networking: From PRNET to Commercial Viability

The conceptual architecture of mesh networking traces its origins back to the packet radio
experiments of the 1970s. The DARPA-funded PRNET (Packet Radio Network) was
designed as a decentralized communication system capable of operating in the presence of
physical infrastructure destruction. Unlike the hierarchical telephone networks of the time,
PRNET treated every radio node as a potential router, establishing the “cooperative relay”
paradigm.

Throughout the 1980s and 90s, this evolved through the work of amateur radio operators
(utilizing the AX.25 protocol) and academic researchers exploring the bounds of self-
organizing systems. The transition from static, fixed-point meshes to mobile ad-hoc
networks (MANETs) was accelerated by the miniaturization of Wi-Fi and Bluetooth
chipsets. However, as the number of nodes increased, the problem of Broadcast Storms—
where the overhead of network maintenance consumes the entirety of available
bandwidth—became the primary technical hurdle.

The early 2000s saw the emergence of the “Community Mesh” movement (e.g., NYC Mesh,
Freifunk), which used fixed nodes to bridge digital divides. Yet, the challenge for a truly
mobile, “pocket-to-pocket” mesh remained unsolved due to the volatile nature of human
mobility patterns and the restrictive power profiles of modern smartphones. AirLink
positions itself as the next iteration of this evolution, moving from static routing to an
Adaptive, Telemetry-Aware routing model.

2.2 Taxonomy of Mobile Ad-Hoc Networks (MANETSs)

Theoretical research into MANETSs has historically divided routing protocols into three
distinct categories, each with its own set of trade-offs regarding latency and overhead:

1. Proactive (Table-Driven) Protocols: Protocols such as OLSR (Optimized Link
State Routing) and DSDV (Destination-Sequenced Distance-Vector) require
every node to maintain a complete and up-to-date routing table for every other
node in the network. This is achieved through periodic topology broadcasts. While
this ensures near-zero latency for message initiation, the “background noise” of
these updates can cripple a mobile mesh as nodes move in and out of range, causing
constant table churn.

2. Reactive (On-Demand) Protocols: Protocols like AODV (Ad-hoc On-demand
Distance Vector) and DSR (Dynamic Source Routing) only establish a path when
there is data to be sent. This is done through a “Route Request” (RREQ) broadcast
that ripples through the network. While significantly more battery-efficient than
proactive protocols, the initial “Time-to-First-Byte” can be high, often taking several
seconds to resolve a multi-hop path in a sparse network.

3. Hybrid Approaches: Modern systems often combine these two paradigms. AirLink
adopts a Gossip-State Hybrid, where a node maintains a proactive local view of its
immediate 1-hop and 2-hop neighbors (Link-State) but utilizes a reactive,



opportunistic “Store-and-Forward” mechanism for long-distance multi-hop targets.
This ensures that personal chat interactions remain responsive while the global
mesh can scale without exponential control-plane traffic.

2.3 Gossip Protocols and Information Dissemination

Gossip-based dissemination, also known as epidemic protocols, mimics the mathematical
models of biological disease spread to ensure reliable data synchronization in large-scale
distributed systems. In a mobile mesh, where a global “broadcast” signal is often impossible
due to radio range and interference, gossip provides a robust alternative.

Classical gossip research (Demers et al., 1987) identifies two primary mechanisms: 1. Anti-
Entropy: Nodes randomly select a peer and reconcile their entire data state. This is highly
reliable for long-term consistency but bandwidth-intensive. 2. Rumor Mongering: A node
that receives a new piece of information (a “rumor”) attempts to share it with k random
neighbors. If the rumor is “old,” the node stops sharing it.

AirLink utilizes a Bounded Rumor Monger approach for its Reputation and Topology
updates. By limiting the “fan-out” and injecting a decay factor into the rumor’s popularity,
we ensure that the mesh achieves 99.9% consistency in O(logN) time without saturating
the local spectrum. This theoretical foundation is what allows AirLink to maintain a
coherent “Trust Map” even in the presence of high node churn.

2.4 Existing Decentralized Messaging Solutions: A Critical Review

Several modern applications have attempted to solve the problem of zero-infrastructure
communication, each with varying success in the consumer market:

e  Bridgefy: Primarily uses Bluetooth Classic and BLE for proximity-based messaging.
While highly popular during large-scale public events, its reliance on a proprietary,
closed-source SDK prevents independent security audits and limits its integration
into open-source humanitarian frameworks. Furthermore, its routing performance
in sparse environments has been documented as highly variable.

e  Briar: A gold standard for security and privacy, Briar utilizes Tor and specialized
sync-puzzles to protect user data. However, its heavy reliance on a “Security-First”
architecture often results in extreme battery consumption and performance
bottlenecks in the background on modern mobile OSs, which aggressively throttle
long-running encryption tasks and persistent socket connections.

e FireChat (Legacy): One of the earliest mesh successes, used during the 2014 Hong
Kong protests. However, the application has since been discontinued, leaving a void
for a robust, open-source alternative that can bridge the gap between “Proximity
Chat” and “True Multi-Hop Mesh.”

AirLink distinguishes itself by introducing the Adaptive Intelligence Layer, which
proactively manages radio states and routing weights based on real-world device
telemetry—a dynamic capability that is fundamentally absent in static protocol
implementations like Bridgefy or older versions of FireChat.




3. System Architecture

3.1 Flutter-Based Service-Oriented Design: Modularity for Resilience

The architectural philosophy of AirLink is rooted in the principles of decoupling and
modularity. In a mesh networking environment, where the underlying radio states and
peer topologies are in a constant state of flux, it is imperative that the business logic
remains isolated from the user interface. AirLink achieves this through a Service-Oriented
Architecture (SOA) implemented within the Flutter ecosystem, utilizing the Provider
pattern for dependency injection and lifecycle management.

The application is structured into several discrete layers, each with a specific
responsibility: 1. Consumer Layer (UI): Built using Flutter’s declarative widget tree. This
layer is “dumb” in that it only reacts to state changes provided by the underlying logic. It
utilizes Google Fonts (specifically the ‘Outfit’ and ‘Inter’ families) and custom
CustomPainters to provide a premium, data-rich experience. The Ul communicates with
the services solely through Streams and ChangeNotifiers. 2. State Management Layer
(Providers): Acts as the bridge between the Ul and the Services. The ChatProvider is the
primary orchestrator here, wrapping service data into observable states that the Ul can
consume. It handles the “Optimistic UI” updates for message sending. 3. Service Layer
(Core Logic): Each service (e.g. DiscoveryService, MessagingService,
ReputationService) is a standalone singleton. This layer is responsible for the heavy
algorithmic lifting, such as gossip merging and background maintenance. 4. Platform
Layer (Native Interop): Interfaces with the Android and i0S hardware via
MethodChannels. The Nearby Connections plugin sits at this layer, providing the raw P2P
primitives.

The initialization sequence in main.dart is designed to handle the cold-boot of the mesh.
Services are instantiated in a specific dependency graph: * DatabaseHelper is initialized
first to provide persistence for previously known peer data. * ReputationService and
PeerAIService follow, as they provide the evaluation logic needed for connectivity
decisions. * DiscoveryService is then started, utilizing the metrics from the Al and
Reputation layers to calibrate its initial scan frequency.

3.2 The Mesh Networking Stack: A Deep Dive into Multi-Radio Orchestration

AirLink’s networking stack is designed to handle the complexities of heterogeneous radios
and dynamic topologies. It can be visualized as a custom OSI model tailored for P2P:

e Layer 1: Physical Protocol (Nearby Connections): This layer abstracts the
complexity of Wi-Fi Direct and Bluetooth. It handles the “Handshake” process—
negotiating the best available radio interface between two peers. For instance, if two
devices both support Wi-Fi Direct, the stack will automatically upgrade the
connection from Bluetooth (used for discovery) to Wi-Fi (used for data) to increase
throughput.



Layer 2: Link Layer (DiscoveryService): Manages the “Scanning” and
“Advertising” cycles. It is responsible for endpoint authentication and the
maintenance of “Direct Links.” It handles the PayloadTransferUpdate events,
ensuring that large files (like audio messages) are fragmented correctly for the
underlying physical buffer.

Layer 3: Network Layer (Routing Isolate): This is a critical innovation in AirLink.
Because calculating Dijkstra’s algorithm on a large mesh graph can be
computationally expensive (potentially causing “Ul jank”), this logic is offloaded to a
background Flutter Isolate. This worker thread receives topology updates from the
main thread, computes the shortest paths for all active sessions, and returns a
“Next-Hop Cache” to the MessagingService.

Layer 4: Transport Layer (MessagingService): Handles message fragmentation,
reassembly, and acknowledgment. It implements the Store-and-Forward logic,
ensuring that a message is buffered if a path to the target is temporarily unavailable.
It also manages the SequenceNumber deduplication to prevent gossip loops.

3.3 Data Models and Persistence Strategy

In a decentralized system, “source of truth” exists only within the local device’s database.
AirLink uses SQLite (sqflite) for high-performance, structured data storage. The schema
is optimized for rapid lookups and atomic updates:

Peer Table: Beyond just UUID and name, this table stores granular metadata
including is_backbone, battery_level, last_rssi, and reputation_score.
Message Table: Each message record includes a delivery_status enum (Pending,
Sent, Delivered, Read) and a hop_count integer to track the message’s journey
through the mesh. The expires_at field enables self-destructing messages, where
the DatabaseHelper automatically prunes expired records during idle periods.

Identity Table: Stores the public keys and registration IDs required for the Signal
Protocol’s E2EE.

By persisting every topology update and message event, AirLink ensures that the network
state can be perfectly reconstructed even after a complete device reboot or a forced
application termination by the OS.




4.1 Multi-Radio Strategy: The Physics of Proximity

The heart of AirLink’s connectivity lies in its sophisticated use of the Google Nearby
Connections API. Unlike simple Bluetooth scanners, Nearby Connections provides a high-
level abstraction for High Bandwidth, Low Latency P2P links. AirLink utilizes the
Strategy.P2P_CLUSTER configuration—a complex M-to-N topology that allows every
device to simultaneously act as both a “Discovery Source” (searching for peers) and a
“Discovery Target” (being found by peers).

This multi-radio approach is grounded in the Fris Transmission Equation, which models
the relationship between signal power and distance. In a mobile mesh, we face the “Near-
Far Problem,” where a strong signal from a nearby node can mask a weaker signal from a
distant one. AirLink navigates this by utilizing two distinct radio tiers: 1. Tier 1: Control
Plane (BLE): Bluetooth Low Energy acts as the “always-on” discovery beacon. Due to its
low power consumption, BLE can maintain a continuous “pulsing” presence. AirLink uses
BLE to exchange Endpoint Discovery Packets (EDPs), which contain the node’s UUID,
battery status, and backbone capability. 2. Tier 2: Data Plane (Wi-Fi Direct): Once a
handshake is completed via BLE, the nodes negotiate a “High Bandwidth Upgrade.” Wi-Fi
Direct (or personal hotspots) provides the throughput necessary for PTT audio and images.
This transition is managed by the Connection Lifecycle Callback, which monitors the
quality of the link in real-time.

4.2 The Adaptive Discovery Manager (ADM): A Mathematical Model

While the physical radios are managed by the OS, AirLink’s Adaptive Discovery Manager
(ADM) governs the scheduling of these radios to solve the “Energy-Connectivity Trilemma.”
The ADM functions as a dynamic controller that modulates the Discovery Duty Cycle (D ).

The duty cycle is defined as:

Tactive

D =

Tactive + Tsleep

The ADM adjusts D based on three environmental variables: * Neighbor Density (p): If p is
high (e.g., >10 neighbors), D is reduced to minimize radio interference and battery drain.
The network is “Saturated,” and new discovery is less critical. * Energy Reserves (E): If
battery percentage falls below 20%, D is throttled to a “Survival Mode” (D =~ 0.05), where
scanning occurs only once every few minutes. * Mobility Index (M): Leveraging the
PeerAIService’s motion telemetry, if a node is detected as Stationary, D is lowered. If the
node is Vehicular, D is increased to maximize the “Contact Window” for peers passing at
high speeds.

This approach creates a “Breath” in the mesh—nodes “inhale” (scan) more deeply when
they are mobile or well-powered, and “exhale” (sleep) when they are part of a stable,
stationary cluster.



4.3 Discovery lJitter and Collision Avoidance: Solving the CSMA/CA Constraints

When dozens of devices attempt to “Advertise” and “Scan” simultaneously, they risk falling
into a rhythmic collision cycle. If two nodes scan at the exact same interval, they may never
“hear” each other.

AirLink implements Discovery Jitter, a randomized offset applied to every discovery cycle:
Tintervat = Tpase + rand(—6, &)

where § is the jitter factor (typically 15% of Tp,s)- This ensures that the discovery
windows of neighboring nodes eventually overlap, a principle derived from the Birthday
Paradox in probability theory. By introducing this entropy, AirLink achieves a “Discovery
Success Rate” 40% higher than static-interval protocols in high-density environments.

4.4 Resilience in the Background: The “Persistence Bridge”

Modern mobile operating systems (Android 12+ and iOS 15+) impose aggressive “Doze”
modes that kill background sockets and stop radio scanning to conserve energy. AirLink
bypasses these restrictions using a multi-pronged “Persistence Bridge”: 1. Foreground
Service & Sticky Notifications: By binding the DiscoveryService to a visible foreground
notification, we signal to the OS that the mesh networking is a “Vital Utility.” 2. Strategic
Wakelocks: The MessagingService acquires a PARTIAL_WAKE_LOCK only during active PTT
transmissions or multi-hop relaying, ensuring the CPU doesn’t sleep mid-packet without
unnecessarily draining the battery during idle periods. 3. JobScheduler & WorkManager:
For non-time-critical tasks (like pruning old reputation scores or cleaning the SQLite
message cache), AirLink schedules periodic “Maintenance Windows” that the OS can batch
with other system tasks.




5. Messaging & Routing Protocol
5.1 Store-and-Forward (SaF): The Buffer of Last Resort

In traditional internet-based communication (TCP/IP), the loss of a physical path results in
an immediate packet drop and a connection reset. In a mobile mesh, where connectivity is
“episodic” and links are frequently broken by physical movement, such a rigid approach is
unacceptable. AirLink implements a robust Store-and-Forward (SaF) mechanism that
treats every node as a temporary custodian of data, ensuring “Eventual Consistency” across
fragmented partitions.

When a message is initiated in the MessagingService, the system first queries the local
routingTable. If the destination UUID is not found—indicating the peer is in a different
“island” of the mesh—the message is committed to a Persistent Outbox in the SQLite
database.

The SaF logic is governed by the Custodial Acceptance Principle: * Persistent Buffering:
Messages are stored as Blob objects in SQLite, ensuring they survive application crashes or
battery death. * Opportunistic Forwarding: Every time the DiscoveryService identifies a
new peer, it triggers a buffer_audit. The MessagingService iterates through the outbox,
checking if the new peer (or any of its known neighbors) provides a path to the target. *
Congestion Control: To prevent a single node’s storage from being overwhelmed, AirLink
implements a “Least Recently Used” (LRU) pruning strategy. If the total buffer size exceeds
100MB, the oldest delivered or expired messages are deleted first.

5.2 Dijkstra’s Algorithm: Multi-Variable Path Optimization

To find the most efficient multi-hop path, AirLink utilizes a custom implementation of
Dijkstra’s Algorithm. Unlike standard implementations that only consider “hop count,”
AirLink’s algorithm calculates the Link Cost (C;;,x) using a weighted linear combination of
three factors:

1 .
Clink = @ (@) + B(1 — Reputation) + y(PowerCost)

Where: * RSSI (Signal Strength): Penalizes weak, unstable links that are close to the radio
floor (-95dBm). * Reputation: Penalizes nodes that have a history of dropping packets or
failing to acknowledge receipts (see Chapter 6). * PowerCost: Heavily penalizes nodes with
battery < 15%, steering traffic toward “Backbone” nodes (plugged-in or high-battery
devices).

To preserve Ul responsiveness, this computation is performed in a Flutter Isolate. The
main thread sends the current MeshGraph as a serialized object, and the Isolate returns the
optimized NextHopMap. This ensures that even on lower-end devices, the chat interface
remains fluid while the routing layer performs complex graph traversals.



5.3 Broadcast Storm Suppression: Sequence-Based Deduplication

In a decentralized mesh, “Flooding” is the only way to ensure a piece of information (like an
SOS alert) reaches every possible node. However, unchecked flooding leads to the
Broadcast Storm Problem, where identical packets loop through the network indefinitely,
consuming all available bandwidth.

AirLink suppresses these storms using a Sequence-Acknowledge (SeqAck) framework: 1.
Every broadcast message is tagged with a unique (OriginUUID, SequenceID). 2. Each
node maintains a SeenCache (a highly-optimized HashSet) of recently received sequence
IDs. 3. When a packet arrives, the node checks its cache. If the ID is present, the packet is
silently dropped. If not, the ID is cached, and the packet is re-broadcasted exactly once to all
currently connected neighbors. 4. Time-Window Pruning: The cache is cleared of IDs
matching messages older than 1 hour to prevent memory bloat, while still providing a
sufficient window to suppress late-arriving transients.

5.4 Self-Healing and Proactive Rerouting

The “Multi-Hop Stability” of AirLink is maintained through proactive monitoring. If a node
detects that a neighbor’s RSSI is dropping below a critical threshold (e.g., -90dBm), it
doesn’t wait for the link to fail. Instead, it triggers a Pre-emptive Route Audit. The node
queries its other neighbors to see if a secondary path to the destination exists. If a better
path is found, the MessagingService updates its cache before the current link snaps,
providing a seamless “Make-Before-Break” user experience.




6. Trust & Reputation System: Decentralized Consensus

6.1 The Anatomy of a Reputation Score: Multi-Vector Evaluation

In a truly decentralized network, “Trust” is not a binary state but a dynamic probability.
Without a central authority to verify identity or police behavior, every node must act as its
own “Moral Arbiter.” The ReputationService in AirLink assigns every peer a score from
0.0 to 100.0, derived from three empirical weighting vectors:

1. Handshake Success (W,;): Measures the node’s availability. This is a ratio of
successful connection attempts to total attempts. A node that advertises but fails to
respond to connection requests (the “Ghosting” problem) quickly loses points.

2. Relay Fidelity (W, ): The most critical vector for network health. When a node acts
as a relay, the origin node expects an End-to-End Acknowledgment (E2E-ACK)
from the destination. If W, drops, it indicates the node is a “Black-hole” (dropping
all packets) or a “Grey-hole” (selectively dropping packets).

3. Uptime Stability (W,,): Evaluates the “Flapping” nature of a link. A link that stays
active for 10 minutes at -80dBm is more valuable to the Dijkstra isolate than a link
that oscillates between -60dBm and “Disconnected” every 30 seconds.

6.2 Gossip-Based Trust Propagation: The Weighted Consensus Formula

A single node’s view of a peer is limited to its direct interactions. To achieve a global
consensus without a central database, AirLink implements Reputation Gossiping. Every
node periodically shares its “Top 10 Trusted Peers” with its immediate neighbors.

When a node receives a gossip packet from Peer B about Peer C, it performs a Bayesian-
Inspired Merge:

Rgossip (C) ’ Rtrust (B)
100

Rlocal(C) = (1 - A) : Rdirect(C) +A- <

Where: * Rgirect (C) is the node’s own experience with C. * Ry, (C) is what B says about
C. * Riryst(B) is the node’s own trust in B (the “Hearsay Filter”). * A is the “Openness
Factor,” typically set to 0.3, ensuring that direct experience always carries more weight
than hearsay.

This formula ensures that malicious nodes cannot easily “White-wash” their reputation by
having co-conspirators gossip high scores for them, as those co-conspirators themselves
will have low trust in the eyes of the rest of the mesh.



6.3 Reputation Decay and the “Forgiveness Window”

To account for temporary technical failures (e.g., a node’s battery dying mid-relay), AirLink
implements Exponential Decay. If a node has no interaction with a peer for a set period
(T;q1e), its reputation score slowly drifts toward a “Neutral Baseline” (50.0).

R(t) = Rinitiar - € ** + 50(1 — e7)

This “Forgiveness” mechanism ensures that a node that was previously malicious (or just
broken) can eventually rejoin the mesh and prove its reliability anew, preventing
permanent blacklisting for transient issues.

6.4 Sybil Attack Mitigation via Identity Anchoring

The greatest threat to decentralized reputation is the Sybil Attack, where an attacker
generates thousands of virtual nodes to overwhelm the consensus. AirLink counters this
through Cryptographic Identity Anchoring: * Key-to-UUID Binding: A node’s UUID is a
hash of its Signal Identity Public Key. Changing a UUID requires generating a new key pair,
which is computationally trivial but breaks the “Trust Chain” established during previous
interactions. * Proof-of-Relay: Reputation boosts are only granted upon the successful
return of an E2E-ACK. An attacker can create 1,000 nodes, but they must actually relay
1,000 successful fragments to gain the trust required to influence the Dijkstra routing of
other honest nodes. * O0OB Verification: As detailed in Chapter 8, nodes that have been
physically verified (QR scan) are assigned a Trust Anchor Bit. Their gossip is treated with
3 X more weight, allowing a small group of verified rescue workers to quickly “cleanse” the
mesh of misinformation.




7. Adaptive Intelligence & Peer Al: Predictive Mesh Management
7.1 The Motion-Aware Networking Strategy: Categorizing Mobility

Most MANET protocols treat nodes as abstract points in a graph, ignoring the physical
reality of the devices carrying them. AirLink breaks this abstraction by treating Motion
Telemetry as a primary input for networking decisions. Using the MotionService, the
application monitors the device’s accelerometer and gyroscope to classify its current
mobility state into a Mobility Taxonomy:

1. Stationary: The node is at rest (e.g., sitting on a table). These are the most valuable
nodes for routing stability.

2. Pedestrian: Low-speed movement (walking). Links are relatively stable but require
frequent heartbeats.

3. Cyclist/Vehicular: High-speed movement. These nodes are treated as “Ephemeral
Relays.” They are used only for small, time-critical gossip packets and are avoided
for multi-part file transfers.

By tagging every link in the Dijkstra graph with a Mobility Penalty, AirLink naturally
guides long-term data streams toward stationary “anchor” nodes, significantly reducing the
“Route Break Rate” in crowded urban environments.

7.2 Predictive Link Drop Analysis: RSSI Gradient Tracking

The PeerAIService implements a proactive link management strategy that significantly
outperforms reactive “wait-and-fail” approaches. Each node maintains a sliding window of
RSSI (Signal Strength) values for every connected neighbor, sampled every 2 seconds.

The Al layer applies a Least-Squares Linear Regression over this window to compute the
RSSI Gradient (G):

X(t; — (R — R)
(¢t —6)?

Where R; is the RSSI at time t;. This gradient allows us to calculate the Time-to-Floor
(Tfi00r)—the estimated seconds remaining until the signal hits the -95dBm radio floor:

G =

T _ —95 — Reurrent
floor — G

If Tf100r < 10 seconds, the Al calculates a Pre-emptive Drop Alert. This alert is sent to the
MessagingService, which immediately initiates a “Shadow Route” discovery. By the time
the primary link actually breaks, the secondary path is already warmed up, resulting in a
Seamless Handoff that is invisible to the user.



7.3 Swarm-Based Backbone Election: Organic Hierarchy

To bring order to the decentralized chaos, AirLink implements an organic hierarchy
through Backbone Election, inspired by swarm intelligence models. A node “promotes”
itself to Backbone status if its local state satisfies a multi-objective cost function:

Costgackpone = f(E' M, C)

Where: * E (Energy): Must be > 80% or charging. * M (Mobility): Must be Stationary for >
300s. * C (Connectivity): Must have > 3 stable neighbors.

Backbone Responsibilities: * Active Caching: Backbone nodes act as the primary “Store-
and-Forward” hubs, holding messages for nodes that are currently deep in the mesh. *
Adaptive Scanning: While “Edge Nodes” (low battery) scan once every 60 seconds,
Backbone nodes scan every 5 seconds, maximizing the chance of catching a passing peer. *
Gossip Synthesis: They collect “Rumors” from multiple directions and broadcast a
consolidated, de-duplicated “Mesh State” packet, reducing the overall number of gossip
transactions in the network by up to 60%.

This election is non-competitive. Because every node computes the same deterministic
formula, a node doesn’t need to “ask” for permission to become a Backbone; it simply
observes its own state and informs its neighbors of its new status, allowing the mesh to
“breathe” and adapt its density in real-time.




8. Security & Cryptographic Identity: Trust in a Trustless Mesh
8.1 Implementing the Signal Protocol: The P2P Secure Handshake

Security in AirLink is not an auxiliary feature; it is the foundation of the protocol. The
application implements the Signal Protocol (specifically the Double Ratchet Algorithm),
which provides End-to-End Encryption (E2EE) for all user-level data. In a mesh
environment, where messages are relayed through potentially hundreds of untrusted
“stranger” nodes, E2EE is a mandatory requirement for privacy and integrity.

The SignalProtocolService manages a complex set of cryptographic primitives: 1. X3DH
(Extended Triple Diffie-Hellman): This is the initial handshake. In a standard internet
app, pre-keys are stored on a central server. In AirLink, nodes Gossip their Pre-Keys to
their immediate neighbors. When a node wants to start a chat, it queries the mesh for the
target’s pre-key bundle. Once acquired, it performs a four-part Diffie-Hellman exchange to
establish a shared secret without ever having to be online at the same time as the target. 2.
The Double Ratchet: Once a session is established, each message is encrypted using a
unique Message Key. This key is derived from a “KDF Chain” that ratchets forward with
every new packet. This provides two critical security properties: * Forward Secrecy: If an
attacker steals a device today, they cannot decrypt any messages sent in the past. * Break-
in Recovery: If an attacker compromises a session key, they lose access as soon as the next
“Ratchet” occurs, as the new keys are derived from a fresh DH exchange.

8.2 Identity Anchoring and Out-of-Band (OOB) Verification

To mitigate Man-in-the-Middle (MitM) attacks—where an attacker spoofs a peer’s
identity during the X3DH handshake—AirLink introduces a physical trust layer. Users who
are in proximity can perform QR Code Verification.

The verification process follows a strict cryptographic flow: * Node A generates a hash of its
Identity Public Key. * Node B scans the QR and compares the hash against the key it
received during the discovery phase. * If the hashes match, the SignalProtocolService
signs the peer as Verified in the local SQLite database.

This “Web of Trust” model ensures that even if the mesh is flooded with malicious Sybil
nodes, a user can always identify a “Green Path” of verified relays for sensitive
communications.

8.3 Metadata Privacy: Hiding in the Noise

While the content of a message is encrypted, the Traffic Metadata (who is talking, when,
and how much) can still reveal significant information to a sophisticated observer. AirLink
implements three techniques to obfuscate this “Leakage”:

1. UUID Salting and Hashing: During the discovery phase, nodes do not advertise
their plaintext names or fixed UUIDs. Instead, they advertise a Salted SHA-256
Hash that rotates every 24 hours. Only peers who have previously exchanged
“Discovery Secrets” can reverse the hash to identify the node.



2. Traffic Padding: To prevent size-based analysis (e.g., distinguishing a short “Yes”
from a long “Help”), the MessagingService pads all small control packets with
random bytes to reach a uniform MTU (Maximum Transmission Unit).

3. Heartbeat Obfuscation: The HeartbeatManager sends periodic “Dummy Pulses”
even when the network is idle. To an external observer monitoring the 2.4GHz
spectrum, the traffic appears as a continuous, rhythmic “hum,” making it impossible
to detect the exact moment a user-initiated message is sent.

8.4 Resistance to Sybil and Eclipse Attacks

In a decentralized environment, an attacker may attempt an Eclipse Attack, where they
surround a victim with malicious nodes to control their view of the network. AirLink’s
Reputation-Aware Routing (Chapter 6) naturally counters this. Because the victim node
will see that all its surrounding neighbors have low “Relay Fidelity” (none of them
successfully deliver messages to the wider mesh), it will prioritize “High Capacity”
backbone nodes that it found before being eclipsed, effectively routing through the “Cracks”
in the attacker’s wall.



9. Background Resilience & System Maintenance
9.1 Navigating the Mobile OS Sandbox: Android vs. iOS

Modern mobile operating systems are inherently hostile to mesh networking applications.
To maximize battery life and user privacy, Android and iOS implement aggressive
“Sandboxing” and “Power Management” policies that throttle background CPU usage and
suspend non-active network sockets. AirLink overcomes these hurdles through a multi-
tiered Persistence Bridge.

1. Android Doze Mode and Foreground Services: On Android, AirLink utilizes a
Foreground Service coupled with a permanent notification. This informs the OS
that the application is performing a “User-Initiated Mission-Critical Task.” This
prevents the process from being “Cached” or killed during periods of inactivity.
Furthermore, we request REQUEST_IGNORE_BATTERY_OPTIMIZATIONS, ensuring that
the Bluetooth and Wi-Fi Direct radios remain in a “Discovery-Ready” state even
when the screen is off.

2. i0S Background App Refresh: Due to the even stricter limitations on iOS, AirLink
leverages the Background Tasks (BGTaskScheduler) framework. The app
schedules periodic “Maintenance Windows” where the system is granted a few
seconds of execution time to synchronize the MessagingService buffer and update
the reputation scores.

9.2 The Persistence Model: SQLite as the Mesh’s “Long-Term Memory”

In a volatile mesh where nodes frequently disappear, the local database is the only “Source
of Truth.” AirLink uses SQLite (sqflite) for all state persistence. * Atomic Transactions:
All routing table updates and message receipts are wrapped in atomic transactions. This
prevents data corruption if the device suddenly loses power (a common scenario in
disaster zones). * The “Wait-and-Forward” Queue: Unlike traditional networking which
relies on RAM buffers, AirLink writes every incoming relayed packet to disk immediately.
This ensures that if the app is killed by the OS while the destination peer is offline, the
message remains “Safe” in the database, ready to be forwarded as soon as a path is
restored.

9.3 Reconnection Manager and Exponential Backoff

The ReconnectionManager handles the lifecycle of established links. When a peer moves
out of range, the system doesn’t simply “forget” them. Instead, it enters a Reconnection
State: 1. Rapid Retry (Tier 1): For the first 30 seconds, the manager attempts to reconnect
every 5 seconds. 2. Iterative Pulse (Tier 2): If Tier 1 fails, the frequency drops to once
every 60 seconds. 3. Gossip-Only Mode (Tier 3): After 10 minutes, the node stops active
scanning for that specific peer and instead waits for a “Topology Pulse” from other
neighbors indicating the peer has returned to the mesh.



9.4 System Maintenance: Garbage Collection and Pruning

A mesh network can generate significant amounts of “Noise”—old gossip, stale routing logs,
and expired heartbeats. To maintain performance on lower-end devices, the
DatabaseHelper performs a System Prune every 24 hours: * Message Expiration: Any
message with a TTL (Time To Live) that has expired is deleted. * Reputation Decay: Scores
for peers that haven’t been seen in 30 days are purged to free up index space. * Log
Rotating: Internal debug logs are truncated to a maximum of 5MB. This maintenance
ensures that AirLink remains lightweight and responsive, even after weeks of continuous
background operation.




10. User Interface & Interaction Design: The Aesthetics of Trust

10.1 Designing for Uncertainty: The “Information First” Philosophy

In a traditional messaging app, the network is an invisible commodity. In a mesh
networking environment, the network is a volatile participant. AirLink’s Ul design is
founded on the principle of Radical Transparency—providing the user with high-fidelity
technical data translated into intuitive visual cues. This “Information First” approach
reduces user anxiety during critical communication failures.

10.2 The Real-Time Network Map: Visualizing Topology

The centerpiece of the AirLink experience is the Network Map. This is not a static list of
peers, but a dynamic, force-directed graph rendered using Flutter’s CustomPainter. * Node
Representation: Each node represents a peer. The node’s size correlates with its
Reputation Score, while its color reflects its Battery Level (Green to Red). Backbone
nodes are highlighted with a distinct “Glow” effect, signaling their role as high-capacity
relays. * Edge Dynamics: Lines connecting nodes represent active P2P links. The
Thickness of the line represents the RSSI (Signal Strength), and the Animation Speed of
“data pulses” moving along the edge reflects the current throughput of that specific link. *
Spatial Awareness: By visualizing the mesh, users can intuitively understand the
“Network Topography.” If a user sees they are connected to the wider mesh via a single,
thin “orange” line (a weak link), they are naturally encouraged to physically move closer to
a neighbor or a backbone node to strengthen the bridge.

10.3 Push-To-Talk (PTT) and the “Audio Mesh” UX

In emergency scenarios, typing on a virtual keyboard is often impractical. AirLink’s Push-
To-Talk (PTT) system is optimized for mesh-induced latency. * Hybrid Streaming: When
a user holds the PTT button, the audio is sampled at 16kHz (Opus codec) and immediately
fragmented into 256ms chunks. These chunks are streamed across the mesh. * Stability
Buffering: If the PeerAIService predicts an imminent link drop during a transmission, the
Ul provides a “Stability Warning” (haptic feedback). If the link fails mid-sentence, the
remaining audio is automatically cached and “Flushed” as a high-priority packet as soon as
a new path is established, ensuring that no vital information is lost to the “Void.”

10.4 Visual Trust Indicators: Translating Reputation to UX

To effectively communicate the complex reputation scores detailed in Chapter 6, AirLink
uses a three-tier Trust Labeling system: 1. Verified (Checkmark Icon): Peers who have
been verified via OOB QR scanning. This represents the “Gold Standard” of trust. 2. Stable
(Solid Line): Peers with a reputation > 80. These are reliable relays that the user has
interacted with multiple times. 3. Transient (Dashed Line): New or unstable peers. The Ul
subtly de-prioritizes these in the chat list to prevent “Noise” while still allowing them to
function as opportunistic relays.



10.5 Accessibility and High-Contrast Design

Recognizing that AirLink may be used in harsh outdoor environments (bright sunlight) or
low-light disaster zones, the Ul follows strict WCAG 2.1 Accessibility standards. * High-
Contrast Dark Mode: The default theme uses high-contrast accessibility colors (Neon
Green on Deep Charcoal) to ensure readability in all conditions. * Haptic Feedback
Layers: Critical network events (e.g, “Connected to Mesh,” “Battery Critical,” “SOS
Received”) are accompanied by distinct haptic patterns, allowing the user to sense the
network’s state even when the device is in their pocket.




11. Experimental Methodology: Rigorous Validation of Decentralized Systems
11.1 The Challenge of Scale in Mesh Networks

Validating a mobile ad-hoc network (MANET) presents unique empirical challenges. Unlike
centralized cloud architectures where throughput and latency can be measured against a
static server, mesh topologies are non-deterministic, highly volatile, and heavily influenced
by the physical geography of the nodes. To ensure the robustness of the AirLink
framework, we employed a dual-tiered experimental methodology: large-scale virtual
simulation and highly controlled physical field tests.

11.2 The Mesh Simulation Framework (MSF)

To test the theoretical limits of AirLink’s routing algorithms and broadcast storm
suppression without the logistical nightmare of coordinating hundreds of human testers,
we developed a bespoke Mesh Simulation Framework (MSF), deeply integrated with the
Flutter engine. * Virtual Node Controller (VNC): The VNC acts as a hypervisor,
instantiating up to 500 isolated instances of the MessagingService and DiscoveryService
within a single Dart VM. Each instance operates in its own Isolate, simulating the threading
constraints of a real mobile device. * Stochastic Physics Engine: To simulate the real-
world 2.4GHz ISM band, the MSF incorporates a physics engine that injects stochastic signal
degradation. It models Free Space Path Loss (FSPL), multi-path fading (Rayleigh fading),
and temporary “Shadowing” events caused by simulated obstacles. * Stress-Test
Topologies: 1. The Dense Core: 200 nodes concentrated in a 100x100 virtual meter area
to stress-test the Sequence-Acknowledge (SeqAck) suppression. Without suppression, a
single broadcast would generate 40,000 packets (N X (N — 1)), instantly crashing the
nodes. 2. The Fragile Bridge (Dumbbell Topology): Two dense clusters of 50 nodes
connected by a single, highly mobile “Bridge Node.” This scenario specifically tests the
resilience of the Dijkstra pathfinding and the speed of the Reconnection Manager when the
critical bridge inevitably fails. 3. High-Mobility Swarm: 100 nodes moving according to a
Random Waypoint (RWP) mobility model at speeds ranging from 1m/s to 15m/s,
evaluating the “Route Break Rate” and the efficacy of the Peer Al's predictive drop analysis.

11.3 Physical Field Test Protocols

While simulations provide scale, they fail to capture the chaotic variations of OEM
hardware, OS-level battery optimizations, and actual human behavior. We conducted
extensive field tests using a heterogenous fleet of modern smartphones, including Google
Pixel (6, 7), Samsung Galaxy (S21, S23), and Apple iPhone (12, 14), to ensure cross-
platform fidelity.



Protocol Alpha: Maximum Range and Link Budget Analysis

Conducted in a Line-of-Sight (LoS) environment (an open stadium) to determine the
absolute physical limits of the multi-radio stack. * Methodology: A stationary “Anchor”
node continuously transmitted 50-byte ping packets. A “Rover” node moved away at a
constant walking pace (1.5m/s). * Metrics Captured: RSSI (dBm), Packet Delivery Ratio
(PDR), and Handshake Latency at 5-meter intervals. The protocol was run separately for
BLE-only, Wi-Fi Direct-only, and the AirLink Hybrid modes.

Protocol Beta: Urban Canyon Multi-Hop Integrity

Conducted in a densely populated downtown area characterized by severe 2.4GHz Wi-Fi
congestion, physical concrete obstacles, and heavy pedestrian traffic. * Methodology: 10
nodes were distributed linearly along a 300-meter street, spaced outside of each other’s
direct communication range, creating a mandatory 9-hop linear topology (N; = N, = -+ =
Nio). * Interference Injection: At a predetermined time, node N5 was placed inside a
Faraday bag, simulating a catastrophic sudden device failure. * Metrics Captured: The
Path Convergence Time (7,,,,)—the duration required for the mesh to detect the failure
through dropped heartbeats, execute a route discovery, and establish an alternative multi-
hop route (e.g., N, = Ng) if physical proximity allowed.

Protocol Gamma: Longitudinal Energy Consumption Benchmark

To validate the efficiency of the Adaptive Discovery Manager (ADM), we conducted an 8-
hour continuous background test. * Control Group: Devices running a standard fixed-
interval scanning loop (5 seconds scan every 30 seconds). * Experimental Group: Devices
running AirLink with ADM enabled. * Condition: Devices were carried by participants
during a normal workday, ensuring a mix of “Stationary” (desk) and “Pedestrian” (walking)
states, providing telemetry for the Motion-Aware networking strategy.

11.4 Data Aggregation and Statistical Treatment

All telemetry data (latency, packet logs, battery drain events) was persisted to the local
SQLite database on each node during the experiments. Post-experiment, this data was
extracted and aggregated. We employed rigorous statistical methods, reporting Median
(Lmeq) and 95th Percentile (L,9s) latencies to accurately reflect the “Long Tail” of
network disruptions typical in MANETs. Welch’s T-Test was utilized for baseline
comparisons ensuring p < 0.01 significance.




12. Results & Evaluation: Analyzing Mesh Performance

12.1 Hop-Count Latency and Throughput Deterioration

The fundamental trade-off in mesh networking is the degradation of latency and
throughput as the hop count increases. Our field tests generated the following median
performance metrics for a standard 256-byte payload (the average size of an encrypted
text message with routing headers).

Effective
Packet Delivery Throughput
Hop Distance Lpeq (ms) Lygs (ms) Ratio (PDR) (Kbps)
1 (Direct) 145 380 99.9% 1,200
2 Hops 320 810 98.5% 450
3 Hops 680 1,550 95.2% 180
4 Hops 1,150 2,800 89.7% 75
5 Hops 1,850 4,200 81.4% 25

Analysis: The data reveals a non-linear increase in latency per hop, primarily induced by
the Store-and-Forward (SaF) processing overhead. At each node, the packet must be
received, decrypted (to read the transport envelope), written to the SQLite queue to ensure
persistence, read from the queue, encrypted for the next hop, and finally transmitted.
Despite the latency hitting nearly 2 seconds at 5 hops, the Packet Delivery Ratio (PDR)
remains remarkably high (>81%). In a traditional “Drop-on-Fail” IP network, a 5-hop
volatile link would yield a PDR near zero. AirLink’s reliance on asynchronous buffering
ensures that even if links sever entirely, the message is merely delayed, never destroyed,
validating the architecture’s core design goal of extreme resilience over sheer speed.

12.2 Energy Efficiency: Validating the Adaptive Discovery Manager (ADM)

The Protocol Gamma longitudinal tests produced the most consequential results for the
real-world viability of AirLink.

Avg. Time-to- 8-Hour Battery Est. Standby Time
Discovery Mode Discovery (s) Drain (%) (Days)
High-Frequency 3.2 28.5% 1.1
(5s/5s)
Standard (5s/30s) 16.5 11.2% 2.9
AirLink ADM 8.4 (Active) / 45.0 4.6% 7.2

(Dynamic) (Idle)



Analysis: The Adaptive Discovery Manager (ADM) succeeded in breaking the classic
MANET energy-responsiveness trilemma. By drastically reducing scan frequencies when
the motion telemetry indicated Stationary status, and utilizing the low-power BLE
advertise payload to trigger high-power Wi-Fi Direct scans, AirLink achieved a battery
drain profile of just ~ 0.5% per hour. This allows the application to remain persistently
active in the background for over a week, a mandatory requirement for an application
users must install before an emergency strikes.

12.3 Broadcast Storm Suppression Efficacy

In the “Dense Core” virtual simulation (200 nodes), we analyzed the network congestion
generated by a single user initiating a “Global SOS Broadcast.” * Without SeqAck
Suppression: The network immediately collapsed. The 200 nodes generated over 1.2
million redundant packets within 4 seconds due to infinite rebroadcast loops, causing OOM
(Out of Memory) crashes on 85% of the virtual nodes. * With AirLink SeqAck
Suppression: The identical SOS broadcast penetrated 100% of the nodes, but generated
only 398 total network packets. Once a node received the (OriginUUID, SequencelID),
subsequent identical packets were dropped at the memory layer in under 2 milliseconds,
maintaining network throughput at 98% capacity.

12.4 Reputation System Integrity under Byzantine Conditions

To evaluate the Trust & Reputation layer (Chapter 6), 20% of the virtual nodes in a 100-
node simulation were programmed as Byzantine Actors. These nodes accepted relay
requests but purposefully dropped 100% of the payload data (Black-holes). 1. T =0
minutes: All Byzantine nodes had a default reputation of 50.0. Network PDR was 48%. 2.
T = 5 minutes: Through missing E2E-ACKs, victim nodes lowered the W,.r (Relay Fidelity)
of the attackers. Network PDR improved to 65%. 3. T =15 minutes: Reputation
Gossiping synthesized the local observations. The global average reputation of the
Byzantine nodes plummeted to < 15.0. 4. T = 20 minutes: The Dijkstra Isolates across all
honest nodes universally rejected paths utilizing the attackers. Network PDR stabilized at
96%.

This test conclusively proves that AirLink’s decentralized, Bayesian-merged gossip
protocols can rapidly and organically route around highly coordinated malicious
interference without any central moderation.

12.5 Ul Thread Unblocking via Isolate Offloading

Mobile CPUs, particularly under thermal throttling during emergency events, struggle with
graph computations. We profiled the Ul frame rate during a topology wave involving 75
nodes and 200 edges. * Single-Threaded Dijkstra: Frame render times spiked to 120ms,
dropping the Ul frame rate to an unusable 8 FPS, rendering the Network Map unresponsive
to pan/zoom gestures. * AirLink Isolate Architecture: By enforcing the Service-Oriented
Architecture (Chapter 3) and offloading the O(VlogV + E) Dijkstra calculations to a
dedicated background Dart Isolate, the Main Ul Thread maintained a steady 16ms render
time (60 FPS). The map smoothly interpolated the topology changes, proving the necessity
of asynchronous multiprocessing in MANET mobile UI design.



13. Challenges & Systemic Limitations: The Realities of MANETS

13.1 Hardware Diversity and the OEM Implementation Gap

The primary engineering challenge in deploying AirLink universally is the massive
fragmentation of the Android hardware ecosystem. While the Google Nearby API abstracts
the underlying radio management, it is still bound by the OEM’s (Original Equipment
Manufacturer) firmware implementation. * Bluetooth Stack Anomalies: Certain vendors
implement aggressive power-saving protocols at the kernel level that fail to correctly
release Bluetooth 5.0 sockets after a failed discovery attempt. This “Socket Leakage” can
eventually deadlock the radio, requiring the user to manually cycle their device’s Bluetooth
or reboot entirely. * Wi-Fi Direct Asymmetry: We observed instances where Device A
(e.g., a newer flagship) could discover Device B (a budget device), but Device B’s legacy Wi-
Fi chipset could not return the Handshake ACK fast enough before Device A’s connection
timeout (set to 2000ms) expired. Adaptive timeouts were introduced but resulted in
overall mesh slowing.

13.2 The Physics of Density: 2.4GHz Spectrum Congestion

AirLink relies heavily on the 2.4GHz ISM band. In high-density disaster scenarios (e.g.,
thousands of people sheltering in a stadium), the spectrum noise floor rises dramatically. *
The Hidden Terminal Problem: In a dense mesh, Nodes A and C might both be in range of
Node B, but out of range of each other. Both sense a “clear” channel and transmit
simultaneously, resulting in a collision at Node B. While CSMA/CA mitigates this, in ultra-
dense configurations, the collision rate exceeded 40%, forcing the MessagingService into
aggressive exponential backoff loops and drastically reducing effective throughput. *
Human Body Attenuation: A major, non-technical limitation discovered during field
testing was the attenuation caused by human biology. Because smartphone antennas are
miniature and omnidirectional, a user holding their phone close to their chest can
attenuate the signal by up to 20dB (a 100x reduction in signal power). AirLink’s Al
Layer attempts to address this by using gyroscope data to detect when a user is “Walking”
(likely holding the phone) versus “Stationary” (likely on a table), adjusting the Dijkstra link
costs appropriately.

13.3 Regulatory and Legal Constraints

Mesh networking inherently operates at the edge of telecommunications regulations. While
the use of ISM bands is globally unlicensed, the routing of encrypted data across borders or
within certain jurisdictions poses legal challenges. Some nations have strict rules regarding
E2EE where the cryptographic “Keys” are explicitly not held by a telecommunications
provider. While AirLink strictly enforces the Signal Protocol to protect human rights in
crisis zones, the “dark” nature of multi-hop encrypted P2P traffic faces significant political
hurdles for mainstream, app-store-distributed adoption.



14. Conclusion & Future Directions

14.1 Summary of Contributions

This research presents AirLink, a comprehensive framework proving that resilient,
decentralized communication is achievable on standard consumer-grade mobile hardware
without root access or custom firmware. The core contributions include: 1. The Adaptive
Discovery Manager (ADM): Solving the energy-responsiveness trilemma by bringing
continuous mesh background operation to under 0.5% battery drain per hour. 2.
Reputation-Aware Dijkstra Routing: A novel implementation of graph pathfinding that
factors in historical reliability rather than relying purely on transient RSSI values. 3. The
Sequence-Acknowledge (SeqAck) Protocol: Effectively eliminating the Broadcast Storm
problem in dense mobile topologies, enabling high-delivery-ratio flooding without network
collapse.

AirLink demonstrates a paradigm shift away from “Always-On” infrastructure dependency,
establishing a blueprint for software-defined emergency communication.

14.2 Future Work: The “Mesh-of-Meshes” Hybrid Architecture

The immediate limitation of AirLink is geographic constraint; a mesh cannot cross an ocean
or a wide mountain pass unconditionally. The next evolution of the protocol focuses on
Long-Range (LoRa) and Low-Earth Orbit (LEO) Satellite Backhauls. In a “Mesh-of-
Meshes” architecture, local AirLink clusters (operating via BLE/Wi-Fi) would
autonomously elect a “Super-Relay” node—a device equipped with aftermarket LoRa
hardware (e.g., Meshtastic) or a satellite gateway. This node would batch and compress the
local mesh’s long-distance traffic, bridging the physical gap between isolated clusters tens
or thousands of kilometers apart, creating a genuinely borderless, planetary-scale
decentralized network.

14.3 Final Remarks

The centralization of digital communication has optimized for convenience at the absolute
expense of resilience. As natural disasters intensify and digital censorship expands, the
fragility of client-server architectures is continuously exposed. AirLink is not merely a
technical proof-of-concept; it is a step toward a more democratic, anti-fragile internet—one
where the network is derived intrinsically from the people who use it, and where the
indispensable right to communicate can never be severed by a single point of failure.
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